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Intro to APP

AAPP Y3 QN M T
One of t he worl doés a
A 3 APP-China & H A
A leader in the industry with HQ in Shanghai.

A H 150/ A
Over US$15 billion in assets.
ASssh 8 bi A
Over 8 million tons annual production.
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A APP-China & 203 YOy
A
Over 20 mills in China with leading technology.
A APP-China 10 i - ’
1 A
Some of the most advanced mills in the world.
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Produce High-Quality Paper e o

with Advanced Technology sy

“ARPP

Y 3 APPX
ene from an APP plantatlon on Hainan.
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T.S. Recommendations /

A Get started: Conduct a trade secret audit
d y H ( )
I What are your most valuable secrets?
nx.
i Who knows them? a0
i How are they being protected? I g
i How are they vulnerable? ©n =

Not all confidential info is a trade secret: it must be used and give comp. advantage.




Take Action d H '

ARecord y H ( )
APhysical measures E @
JU H X (limit access, etc.)
AIT Measures IT @
ATrain  ° k
A((][Zonfjdentiality agreements
AExit interviews
ASuppliers k RN

ALitigate if needed -

Electronic Threats .

A "/ Email
AU- | Flash drives, USB drives
N 4 % | Viruses, key

loggers, Trojan horses, back doors, etc.
A / Cell phones

T a /Images
i " A4 g /Emails, texts
T SIM’ E / Data on SIM

cards or phone memory
T /| Recorded video and voice
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IHealthBeat

Reporting Technology's Impact on Health Care

HOME INSIGHT PERSPECTIVES PICTURE OF HEALTH MuL
NEWS ARCHIVE [+ sHarE B EmaIL é PRINT E_J REFLIBLISH
.. . RELATED 4
Affinity Health Plan To Pay HHS $1.2M Over Patient
Data Breach CMS Summ
Privacy, S4
Thursday, August 15, 2013 August 5, 2

Affinity Health Plan -- a New York-based managed care plan -- will

TOPIC ALERT: pay HHS about $1.2 million for violating HIPAA as part of a patient _IF:::JC;?;(II'I?
data breach case, Healthcare IT News reports. July 30, 201
® Privacy and Securit . ) )
¥ y Details of Breach Six Fired g
Patient Re
Click on topic to receive ae F
periodic emails, In Agpril, Affinity filed a breach report with the HHS Office for Cii July 16,201
Rights.
According to Affinity officials, the managed care plan was informed by CBS Evening Mews that the
EVENTS

network had purchased a photocopier previously leased by Affinity as part of an investigatory report
and that the copier still contained confidential medical data on its hard drive.

Affinity estimated that up to 344 579 individuals might have been affected by the breach (Miliard,
Healthcare IT Mews, B/14).

A

_ / Photocopiers with hard drives, -
T 4JU y e /Some storeimages in memory. y
i 2013: Affinity Health fined US$1.2 million .

See http://tinyurl.com/codevasial,
http://tinyurl.com/codevasia2

At b ¢ [/ Other gadgets




-
Improper Gaining of Secrets

A H a y =)
Loss of trade secrets is not the only |
problem. N

AQN o) H
Companies need to avoid illegally
obtained trade secrets from competitors

A K Ll
Employees and managers need training
and strict guidance

Start with IP Respect at Home

A H 3 < . |=
AR gbnl T

H .
Employees must accept the principle
that valid IP should be respected,

whet her N e ol rSY or

& T A o  BIX | PO
Clear messaging is needed: We will
not knowingly infringe the valid IP of
others. We will play fair.
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