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RFWHMHKLER Intro to APP

APP H— /A A A A R S5z —
One of the world’s largest paper companies.

JE HAE IR APP-China e o [ 46 1 45k 2F
A leader in the industry with HQ in Shanghai.
BB FERBIT 15010k 4 .

Over US$15 bhillion in assets.
SR8 T

Over 8 million tons annual production.
APP-Chinaft ' EHI7 #2010 9% )+ 48
HA IR IEARFIB .

Over 20 mills in China with leading technology.
APP-Chinajft Mg At K. et T4
Ml St )

Some of the most advanced mills in the world.

“APP
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HAB KRNI World’s Iargest?

Produce High-Quality Paper e o
with Advanced Technology sy

. =App =

BRAE—ANAPP A TH
Scene from an APP plantatlon on Hainan.
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HWREIEA FBRK. T

« Get started: Conduct a trade secret audit
FHaa ! s FE RIS (B TH )
— What are your most valuable secrets?
5 ot AR A A2
— Who knows them? %18 /% (1K) Bk 25 2
— How are they being protected? Fik25 fi{a] {44 ?
— How are they vulnerable? f5 114 X[ ?

Not all confidential info is a trade secret: it must be used and give comp. advantage.
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Take Action {#4 7 AR B‘J*/F%..

Record itk EHE b GHATH %)
Physical measures SEAA 1) 44,

LA IR E R (limit access, etc.)
IT Measures ITZ4 4 it

* Train 35I| 53 TAIHER Ry N
» Confidentiality agreements T
R P L

« Exit interviews 2R %
* Suppliers & BN R, i MF i
- Litigate if needed VFi, W FEE

BB Electronic Threats '

« HLHBLE / Email
 U-#% / Flash drives, USB drives
« JiEE, BEALICSX, 4§ [ Viruses, key
loggers, Trojan horses, back doors, etc.
« FHL / Cell phones
- . E R Images
— HF B %645 / Emalls, texts
— SIM R EF LIt 12 4%Hf / Data on SIM

cards or phone memory
— M A AIE 32 5% | Recorded video and voice




IHealthBeat

Reporting Technology's Impact on Health Care

HOME INSIGHT PERSPECTIVES PICTURE OF HEALTH Muy

NEWS ARCHIVE [+ sHarE B EmaIL é PRINT E_J REFLIBLISH

RELATED 4

Affinity Health Plan To Pay HHS $1.2M Over Patient
Data Breach CMS Summ

Thursday. August 15, 2013

Affinity Health Plan -- a New York-based managed care plan -- will

TOPIC ALERT: pay HHS about $1.2 million for violating HIPAA as part of a patient _IF:::JC;?;(II'I?
data breach case, Healthcare IT News reports. July 30, 201
® Privacy and Securit . ) )
¥ y Details of Breach Six Fired g
Patient Re
Click on topic to receive ae F
periodic emails, In Agpril, Affinity filed a breach report with the HHS Office for Cii July 16,201
Rights.
According to Affinity officials, the managed care plan was informed by CBS Evening Mews that the
EVENTS

network had purchased a photocopier previously leased by Affinity as part of an investigatory report
and that the copier still contained confidential medical data on its hard drive.

Affinity estimated that up to 344 579 individuals might have been affected by the breach (Miliard,
Healthcare IT Mews, B/14).

« SENYLEESAL / Photocopiers with hard drives, -

— u]LAfEf#% B | Some store images in memory. e
—

— 2013: Affinity Health fined US$1.2 million y— '

See http://tinyurl.com/codevasial,
http://tinyurl.com/codevasia2

« HAth T H / Other gadgets
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AL EN/EH 2 Improper Gaining of Secrets

- FLBE B R
Loss of trade secrets is not the only |
problem. N

o 0N ) S G A EVRERAS B TR YA A
Companies need to avoid illegally
obtained trade secrets from competitors

o« DULAVEFRN G177 BERG I ™ % 1) 35
Employees and managers need training
and strict guidance

-

FFAEFE/ATIWN: Start with IP Respect at Home
o BARARRP AR A B TRES
o XA Ji DU, 15 AT A X T R AT R
KA. @
Employees must accept the principle
that valid IP should be respected,
whether it is ours or someone else’s.

TR AW e .

Clear messaging is needed: We will .‘
¥

not knowingly infringe the valid IP of (’
others. We will play fair. L =
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