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Ὧұҽ    Intro to APP 

ÅAPP Уэ Ὠ ѝй н‟ ѮУȂ 
One of the worldôs largest paper companies. 

Å Э APP-China ѐ н Ȃ 
A leader in the industry with HQ in Shanghai. 

Å ӊ 150Ӣ Ȃ 
Over US$15 billion in assets. 

Å ӊ 8 Ъ Ȃ 
Over 8 million tons annual production. 

ÅAPP-China ѐ 20э ȁ ̆
Ȃ 

Over 20 mills in China with leading technology. 

ÅAPP-China Ю й ȁ ȁ ᾿ 
Ἴ Ȃ 

Some of the most advanced mills in the world.  
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й   Worldôs largest! 

 

УэAPPӝ  
Scene from an APP plantation on Hainan.  
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Ȃ ᾿˻ 
The effluent water from our Hainan paper mill. Very clean! 

T.S. Recommendations  /  

ÅGet started: Conduct a trade secret audit 

˻ ў н  ( )  
ïWhat are your most valuable secrets? 

ӣѫ̙ 

ïWho knows them?  ᴔ ̙ 

ïHow are they being protected? ᴉᶑ ̙ 

ïHow are they vulnerable? ӣѫ ̙ 

Not all confidential info is a trade secret: it must be used and give comp. advantage. 
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Take Action ᶑ н  

ÅRecord ў н  ( )  
ÅPhysical measures ᴇ ὤ ̆
Ԉ ӊ х  (limit access, etc.) 

ÅIT Measures IT ὤ  
ÅTrain ᵏ  
ÅConfidentiality agreements  
ᶑ  
ÅExit interviews  
ÅSuppliers ᵏ ̆῏ ᶕ  
ÅLitigate if needed  ̆  

 

  Electronic Threats 

Å ֒ / Email 

ÅU-  / Flash drives, USB drives 

Å ̆ ̆  / Viruses, key 

loggers, Trojan horses, back doors, etc.  

Å   / Cell phones 

ï ȁ  /Images 

ï ֒ȁ ᶕ / Emails, texts 

ïSIM ᴇ  / Data on SIM  

cards or phone memory 

ï  / Recorded video and voice 
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а  Less Obvious Threats 

Å  / Photocopiers with hard drives 

ï Ԉ ẏ ẹ / Some store images in memory. 

ï2013: Affinity Health fined US$1.2 million 

  

Åὲӹ έ / Other gadgets 

See http://tinyurl.com/codevasia1,  

http://tinyurl.com/codevasia2   

Google Glass 
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а  Improper Gaining of Secrets 

Å н а У  

Loss of trade secrets is not the only 

problem.  

ÅὨ ὁ н
Companies need to avoid illegally 

obtained trade secrets from competitors 

Å ӝ ш
Employees and managers need training 

and strict guidance 

Ὠ ᾃ̔Start with IP Respect at Home 

Å ӊ э ֗╘
Ȃ э ‡ꜛ Ҭ

ӊ . 

Employees must accept the principle 

that valid IP should be respected, 

whether it is ours or someone elseôs.  

Åñ ԏаֶ ᵩ ӹӝ IPò  

Clear messaging is needed: We will 

not knowingly infringe the valid IP of 

others. We will play fair. 


